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Introduction
[bookmark: _GoBack]Attack vectors refer to methods through which unauthorized access can be made possible to a device or a network for ill-intended purposes. The techniques are meant to exploit a network or a computer device thus help in exploiting system vulnerabilities inclusion the human element. In all the cases, programming is involved and rarely do we see hardware involvement. Human weaknesses are also exploited for engineering attack vectors; thu,s in some cases, system users are fooled to facilitate the attack. Even though mechanisms such as antivirus are available to offer protection, hackers have continued to upgrade making systems to remain vulnerable to attacks without a complete protection method now available. There are controls at various layers that facilitate in-depth defense (Manadhata & Wing, 2011). This paper explores two types of attack vectors, i.e. SQL injection and DDOS with their incidences of attacks. The paper will explain how the attack works and the best methods of avoiding them in future.
Summary of The Incidences
TalkTalk being a UK telecom Company once suffered as a result of SQL injection attack. This was back in the year 2015. The incident affected about 157,000 customers through negative publicity and reputational damage which heard a big implication to the company. About 16,000 customers had their bank details exposed with over 100,000 losing their important personal information. This affected the company’s share price to almost 30% which was a big loss to them. The company was charged a fine of £400,000 through the Information Commissioner's office which claimed the attack would have been prevented had the company put in place the necessary protection mechanisms (Koponen, 2017).
In the year 2016, various public-facing web properties and organizations connected to Rio Olympics suffered the DDOS attack. The attacks lasted for several months. This began in September 2015 when a DDOS for higher service called LizardStresser was made. It launched attack traffic against the targets from tens to hundreds of gigabits/sec. With the game coming closer, LizardStresser with other Internet of Things botnets added some firepower to their UDP amplification attack vectors with a request targeting IP protocol GRE which picked at 540 Gbps. This was almost disrupted the media coverage on the Olympic had it not been for the measures that were taken by Arbor Networks (Liu, 2010).
How the Attack Works
The attack works when a malicious SQL query is run against a database server. The attacker finds an input within the web application which he includes in the SQL query to facilitate the attack process. The injection attack occurs when the user input within an SQL statement is included on the vulnerable website. Therefore, the attacks occur due to alteration of SQL statements used within a web application through the data supplied by the attacker. Therefore, the attack occurs as a result of inadequate input validation and improperly constructed SQL statements in the web applications which make them vulnerable to the attacks (Manadhata & Wing, 2011).
Distributed Denial of Service (DDOS) is the most common cyber-attack which results in the victim inability to access system and network resources thus affecting internet services. The attack works by attempting to make an online service unavailable through unnecessary traffic from multiple computers. The attacker spreads a malicious software to computers exposed to vulnerability through infected emails and attachments which cause traffic. A network of infected machines is created called botnet which the attacker has control over commanding it to flood sites making the network to stop (Manadhata & Wing, 2011). This takes the site offline.
The Causes of the Breach in the Organization
Security failure by TalkTalk was the main cause for the breach that occurred in 2015. The company admitted having never encrypted some personal details of its customers which led to the exposure of their data onto the attack. The company also avoided the warnings before hacking happened. This would have given an alert to the firm before the hack of the problems with the software and data storage. Even though the company had the expertise and the necessary resources, it failed to execute the required measures to protect its data. Therefore, lack of diligence could also be blamed as the cause of the breach that occurred (Pawar, 2015). Even though Rio Olympics' affiliated organizations have good protection mechanism against DDOS, the attempted attacks were as a result of multiple reasons. Attackers wanted a payment thus saw a threat as a good strategy in making money. Competitive advantages enjoyed by Rio Olympics affiliates was also the cause of the breach (Liu, 2010).
How to Avoid it in Future
To avoid the occurrence of SQL injection attack at TalkTalk in future, there are many measures that the company can take to ensure better protection even though 100 percent protection is impossible. Comprehensive data sanitization which ensures filtering of all user inputs is key. This is to allow only the necessary characters. Firewalls applications such as ModSecurity would be important in the provision of filtering rules against dangerous websites. Minimization of database privileges through several users’ accounts with limited access privileges is key in avoiding a single account compromising the whole database. Software patches would also help TalkTalk stay up to date which is necessary for safety. Furthermore, continuous monitoring of SQL statements from the connected applications is important (Pawar, 2015).
Rio Olympics would employ further defence mechanism to avoid an occurrence of DDOS attacks in future. The company needs to set mechanism that enables it to recognize the attack early enough for easy mitigation. An incident response program ought to be put in place as a mitigation plan for future occurrences. Threat Intel must be put in place to help these companies in identifying the attacks early enough which makes it possible to protect the system way before the occurrence. Tools such as standard signature-based firewalls and routers are key for rejecting the unwanted traffic which would be harmful (Liu, 2010).
Conclusion
In conclusion, it is indeed true that SQL injection attacks and DDOS attacks are amongst the most common attack vectors of our time. There are many organizations which have suffered their effects with some such as TalkTalk being forced to pay the penalty. However, even though there are no measures that can ensure 100 percent protection, several mechanisms can be employed to protect the system against these attacks.
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